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Course outline

 Chapter I. Introduction to computer security

 Chapter II. Basic cryptography

 Chapter III. Program security requirement

 Chapter IV. Database management systems security 

 Chapter V. Network security 

 Chapter VI. Administering security & Economics of Cyber 

security
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Chapter I 

Introduction 

 The word security is “the quality or state of being secure to 

be free from danger.”

 In other words, protection against adversaries from those 

who would do harm, intentionally or unintentionally. 
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Definition

Computer security is about provisions and policies

adopted to protect information and property from theft,

corruption, or natural disaster while allowing the

information and property to remain accessible and

productive to its intended users.
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Internet

Definition… 

Computer Security when there is connection to networks

(Network security) on the other hand deals with provisions and

policies adopted to prevent and monitor unauthorized access,

misuse, modification, or denial of the computer network and

network-accessible resources.

Not Sufficient!!
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Definition… 
“The most secure computers are those not connected

to the Internet and shielded from any interference” 
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➢Recently there have been more expansions to Internet technology 

and Internet use. 

➢Such expansions include increased transmission speeds, a wider 

use of wireless Internet, and the growing phenomenon of online 

education.

➢so most of our business is conducted online, a great deal of 

personal information is stored in computers, this leads to some 

very important questions: How is information protected?



 Cybersecurity is the deliberate collaboration of technologies, 

processes, and practices to protect information and the 

networks, computer systems and appliances, and programs 

used to collect, process, store, and transport that information 

from attack, damage, and unauthorized access or harm.

 People throughout industry, academia, and government all use 

formal and informal science to create and expand cybersecurity 

knowledge.

 Cyber security standards are security standards which enable 

organizations to practice safe security techniques to minimize the 

number of successful cyber security attacks. 
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Definition… 



We view cybersecurity as a holistic set of activities that are focused 
on protecting an organization’s vital information. 

 Cybersecurity includes the technologies employed to protect 
information. 

 It includes the processes used to create, manage, share, and store 
information. 

 It includes the practices such as workforce training and testing to 
ensure information is properly protected and managed. 

 Effective cybersecurity preserves the confidentiality, integrity, and 
availability of information, protecting it from attack by bad actors, 
damage of any kind, and unauthorized access by those who do not 
have a “need to know.” 

 In today’s business environment, cybersecurity is not just a 
technical issue, it is a business imperative.
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Key Terms

 In generally, computer security seeks to prevent unauthorized 

viewing  (confidentiality) or modification (integrity) of data while 

preserving access (availability).

 Privacy: The right of the individual to be protected against 

intrusion into his personal life or affairs, or those of his family, by 

direct physical means or by publication of information.

 Security/Privacy Threat: Any person, act, or object that poses a

danger to computer security/privacy.

 Threat to a computing system is a set of circumstances that has the

potential to cause loss or harm.

 Exploit is a defined way to breach the security of an IT System

through vulnerability.
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In generally threat can be:10



 vulnerability is a weakness in the system that could be exploited to 

cause harm. 

For instance, a particular system may be vulnerable to unauthorized 

data manipulation because the system does not verify a user’s identity 

before allowing data access.

 It can be a design mistake that directly or indirectly leads to a 

compromise in the system’s availability, integrity, or confidentiality.

 A human who exploits a vulnerability, commits an attack on the 

system. 

 An attack can also be launched by another system, as when one 

system sends an overwhelming flood of messages to another, 

virtually shutting down the second system’s ability to function. 
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 How do we address these problems?

 We use a control or counter measure as protection. 

 That a control is an action, device, procedure, or technique that 

removes or reduces a vulnerability.

 A vulnerability assessment is the process of identifying, analyzing, 

and ranking vulnerabilities in the specific environment. 

 Basically a tool is used, for instance, to analyze these specific asset, 

identify the associated vulnerabilities, and rank each vulnerability 

according to a specific criteria, whether the vulnerability can be 

exploitable in the while, if it is a null vulnerability, and many other 

parameters can be considered
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 Now there are two points to uptake into consideration. Many systems are 
shipped with known and unknown security holes and bugs, for instance. 

 This is also associated with misconfigurations like when you get a modem 
and these modem has, for instance, the username and password admin, this 
could be considered a vulnerability since a hacker from the Internet or a 
threat attack could actually connect to the modem and use those user 
account or those credentials to access the modem and perform many 
malicious activity. 

 So the vulnerability assessment tool will be able to detect that these 
modem has the default credentials and will flag that as a misconfiguration 
vulnerability. 

 So the system admin can actually go ahead and make the necessary 
actions. 

 In this case, change the username and the password or change the 
password to something more or a stronger. So it will be more difficult to 
get access to the modem.
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Why you should Not be an Attacker?

 It is illegal in most countries;
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Computer Security Goals

Integrity

Confidentiality

Availability

The ability of a system to ensure that 

an asset is viewed only by authorized 

parties 

The ability of a system to

ensure that an asset is

modified only by authorized

parties

The ability of a system to 

assure that systems work 

promptly and service is not 

denied to authorized users.
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Real world examples
Example: Confidentiality:

 Student grade information is an asset whose confidentiality is

considered to be highly important by students. For example,

students’ grades, financial transactions, medical records, and tax

returns are sensitive. Other things, such as diplomatic and military

secrets, companies’ marketing and product development plans, and

educators’ tests, also must be carefully controlled.

 Grade information should only be available to students, their

parents, and employees that require the information to do their job.

 Directory information (such as lists of students, faculty, or

departmental lists) may be assigned a low confidentiality rating or

indeed no rating.
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Real world examples cont..,

Example: Integrity

 hospital patient’s information stored in a database. The doctor

should be able to trust that the information is correct and

current.

 Now suppose that an employee (e.g., a nurse) who is authorized

to view and update this information deliberately falsifies the

data to cause harm to the hospital. The database needs to be

restored to a trusted basis quickly, and it should be possible to

trace the error back to the person responsible.
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Real world examples cont..,

 Example: Availability:

 An example of an asset that typically would be rated as having a

moderate availability requirement is a public Web site for a

university; the Web site provides information for current and

prospective students and donors.

 An online telephone directory lookup application would be

classified as a low availability requirement.

 CBE system should be available for 7/24 because every person

want to move their transaction.
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Computer Security and Privacy/Attacks

Interruption: An attack on availability

Interception: An attack on confidentiality

Modification: An attack on integrity

Fabrication: An attack on authenticity

Categories of Attacks
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Attack (or exploit). An action taken to harm an asset



Computer Security and Privacy/Attacks

Categories of Attacks/Threats

Normal flow of information

Interruption Interception

Modification Fabrication

Source

Destination

Attack
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Computer Security and Privacy/Vulnerabilities

Physical vulnerabilities (Ex. Buildings)

Natural vulnerabilities (Ex. Earthquake)

Hardware and Software vulnerabilities (Ex. Failures)

Media vulnerabilities (Ex. Disks can be stolen)

Communication vulnerabilities (Ex. Wires can be tapped)

Human vulnerabilities (Ex. Insiders)

Types of Vulnerabilities
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Natural Disasters

 Fire and smoke

 Climate: Heat, Direct sun or Humidity

 Hurricane, storm, cyclone

 Earthquakes

 Water

 Electric supply

 Lightning

Threats and vulnerabilities

Solution

 Avoid having servers in areas often hit by Natural Disasters!
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People

Intruders

Thieves

People who have been given access unintentionally by the

insiders

Employees, contractors, etc. who have access to the facilities

 External thieves

Portable computing devices can be stolen outside the

organization’s premises

Loss of a computing device

Mainly laptop

Threats and vulnerabilities …
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Computer Security and Privacy/ Countermeasures

Computer security controls

Authentication (Password, Cards, Biometrics)

Encryption

Auditing

Administrative procedures

Standards

Certifications

Physical Security

Laws
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Computer Security and Privacy/ The Human Factor

The human factor is an important component of computer

security

Some organizations view technical solutions as “their

solutions” for computer security. However:
 Technology is fallible (imperfect)

Ex. UNIX holes that opened the door for Morris worm

 The technology may not be appropriate

Ex. It is difficult to define all the security requirements and find a

solution that satisfies those requirements

 Technical solutions are usually (very) expensive

Ex. Antivirus purchased by ETC to protect its Internet services

Given all these, someone, a human, has to implement the

solution
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Computer Security and Privacy/ The Human Factor

Competence of the security staff

Ex. Crackers may know more than the security team

Understanding and support of management

Ex. Management does not want to spend money on

security

Staff ’s discipline to follow procedures

Ex. Staff members choose simple passwords

Staff members may not be trustworthy

Ex. Bank theft
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Computer Security and Privacy/ Physical Security

Physical security protects your physical computer

facility (your building, your computer room, your

computer, your disks and other media).

Physical security is the use of physical controls to

protect premises, site, facility, building or other

physical asset of an organization.
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 A security policy is a formal statement of the rules by which people

who are given access to an organization's technology and information

assets must abide.

Purposes of a Security Policy

 The main purpose of a security policy is to inform users, staff and

managers of their obligatory requirements for protecting technology

and information assets.

 The policy should specify the mechanisms through which these

requirements can be met.

 Another purpose is to provide a baseline from which to acquire,

configure and audit computer systems and networks for compliance

with the policy.

 Therefore, an attempt to use a set of security tools in the absence of at

least an implied security policy is meaningless.

28
Security mechanism and policies  



 Security in general is about protection of assets. This implies that

in order to protect our assets, we must know the assets and their

values. Rough classification of protection measures includes:

• Deterrence: creating an atmosphere intended to frighten

intruders.

• Prevention: to take measures to prevent the damage

• Detection: when, how and who of the damage.

• Reaction: to take measures to recover from damage.

• Assurance is the practice of assuring and managing risks

related to the use, processing, storage, and transmission of

information or data and the systems and processes used for

those purposes.
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 Example of protecting a fraudster from using our credit card in

Internet purchase

• Prevention: Encrypt when placing order, perform some check

before placing order, or don’t use credit card number on

internet.

• Detection: A transaction that you had not authorized appears

on your credit card statement.

• Reaction: Ask for new card, recover cost of the transaction

from the insurance, the card issuer or the merchant
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Sources of Security Threats

 Design Philosophy:- since of the Internet and cyberspace in general was

based on an open architecture work in progress philosophy.

 Weaknesses in Network Infrastructure and Communication Protocols

 Rapid Growth of Cyberspace

 The Growth of the Hacker Community

 Vulnerability in Operating System Protocol:- every OS comes with some

security vulnerabilities. In fact many security vulnerabilities are OS specific.

Hacker look for OS-identifying information like file extensions for exploits.

 The Invisible Security Threat (the Insider effect): - research data from many

reputable agencies consistently show that the greatest threat to security in any

enterprise is the guy down the hall.
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 Social Engineering: - an attack routine that relies heavily on

human interaction and often involves manipulating people into

breaking normal security procedures and best practices in order

to gain access to systems, networks or physical locations, or for

financial gain.

 Physical Theft: An adversary gains physical access to a system

or device through theft of the item.

32



Security Threat Motives

 Based on the FBI’s foreign counterintelligence mission, security threats broadly
categorized into the following groups:

 Terrorism: - electronic terrorism is used to attack military installations, banking,
and many other targets of interest based on politics, religion, and probably hate.

 Cyber-terrorism is not only about obtaining information; it is also about
instilling fear and doubt and compromising the integrity of the data.

 Military Espionage is a method of intelligence gathering which includes
information gathering from public sources. Its associated with state spying on
potential or actual enemies for military purposes.

 Economic espionage: may include the secret gaining or outright theft of
invaluable proprietary information in a number of areas including technology,
finance and government policy.

 Revenge

 Hate (National Origin, Gender, and Race)

 Notoriety (ill fame)

 Greed
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Security Threat Motives cont….

 Targeting the National Information Infrastructure: - Activities may

include the following

 Denial or disruption of computer, cable, satellite, or telecommunications

(tele) services;

 Unauthorized monitoring of computer, cable, satellite, or tele systems;

 Unauthorized disclosure of proprietary or classified information stored within or

communicated through computer, cable, satellite, or tele systems;

 Unauthorized modification or destruction of computer programming codes,

computer network databases, stored information or computer capabilities; or

 Manipulation of computer, cable, satellite, or tele services resulting in fraud,

financial loss, or other federal criminal violations.

 Ignorance: - it happens when a novice in computer security stumbles (upsets)

on an exploit or vulnerability and without knowing or understanding it uses it

to attack other systems.
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Security Threat Management and safety tips.

 It a technique used to monitor an organization’s critical security systems in

real-time to review reports from the monitoring systems such as the

intrusion detection systems, and other scanning sensors.

 To secure company resources, security managers have to do real-time

management.

 Real-time management requires access to real time data from all network

sensors.

 Use antivirus software

 Insert firewalls , pop up blocker, uninstall unnecessary software

 Maintain backup

 Check security settings and Use secure connection

 Open attachments carefully

 Use strong passwords , don’t give personal information unless required
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• Read about these security attack

related keywords. Study about one

of these keywords and write a two

page (maximum) summary of your

findings including any recorded

history of significant damages

created by these attacks.

• Prepare your report and send by

email in word format (Use your

names as the file name). We will

use the last 15 minutes of each

class to hear three of you on the

topic, you will be given 5 minutes.

• Bonus: While reading, if you find

security attack related keywords

other than these, send them on the

second page of your report.

Individual Assignment (10%)

1. Brute Force Attack

2. Buffer Overflow 

3. Cyber ware fare

4. Cookie Injection 

5. Cookie Poisoning 

6. DNS Poisoning 

7. DoS and DDoS

Attack 

8. Eavesdropping

9. HTTP Tunnel 

Exploit

10. ICMP and UDP 

Flood

11. Logic Bomb

12. Malware Attack

13. Packet Sniffing

14. Ping of Death

15. Server Spoofing

16. Session Hijacking

17. Smurf Attack

18. Spamming

19. Scam and Phishing

20. Spoofing Attack

21. SQL Injection

22. SYN Attack

23. Teardrop

24. Traffic Analysis

25. Trojan Horses, 

Viruses, and Worms

26. War Dialing

27. Wire Tapping

28. Cross-site scripting 

(XSS) attack.

29. Cyberwarfare
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